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ABSTRACT: In the rapidly advancing field of Cyber-Physical Systems (CPS), practical understanding is as crucial as 

theoretical knowledge. This paper presents a comprehensive lab-scale framework for Applied Cyber-Physical Systems 

(ACPS), designed to bridge the gap between theory and hands-on application. The framework integrates 12 distinct nodes, 

each employing open-source hardware and software components. These nodes, equipped with various sensors, actuators, and 
microcontrollers, are orchestrated using the open-source ThingsBoard platform, which facilitates edge, fog, and cloud 

computing. This experimental setup aims to provide an immersive learning environment, enabling students to explore the 

integration of physical and computational processes, real-time data processing, modular architecture, and distributed control in 

CPS. The system's design encompasses a broad spectrum of CPS components, including hardware, software, and network 

elements, facilitating a holistic educational experience. This initiative promises not only to enhance students' understanding of 

CPS but also to foster innovation and creativity in this essential technological domain. 
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1. INTRODUCTION 

1.1 Background 

In the realm of modern engineering and technology, Cyber-

Physical Systems (CPS) have emerged as a cornerstone, 

integrating the dynamics of physical processes with those of 

software and communication systems, as depicted in Figure 

1. This fusion has led to groundbreaking advancements in 
various fields, including automation, healthcare, and 

environmental monitoring. The complexity of CPS, 

illustrated through the comprehensive depiction in Figure 1, 

necessitates a deep understanding of both its theoretical 

aspects and practical applications. This understanding is 

pivotal in preparing future engineers and technologists to 

innovate and lead in this multidisciplinary domain. 

 

Figure 1. Fundamental Components of Cyber-
Physical System 

1.2 Objectives 

Recognizing this need, our project aims to develop a 

comprehensive lab-scale framework to demonstrate the 

integral concepts of ACPS. The objective is twofold: firstly, 

to provide an experimental setup that facilitates a hands-on 

understanding of CPS, and secondly, to serve as a 

pedagogical tool that bridges the gap between theoretical 

education and practical application. 

1.3 Approach 

To achieve this, we have designed a system that incorporates 
12 diverse nodes, each representing a unique aspect of CPS. 

These nodes utilize a range of sensors, actuators, and 

microcontrollers to simulate real-world scenarios. 

Complementing the physical components, we employ the 

open-source ThingsBoard platform to enable sophisticated 

computation capabilities, including edge, fog, and cloud 

computing. This approach allows students to experience the 

full spectrum of CPS functionalities, from data acquisition 

and processing to control and automation. 

1.4 Educational Significance 

By providing a hands-on learning environment, the 
framework aims to enhance the educational process, enabling 

students to apply theoretical concepts in practical settings. 

This experiential learning is crucial in cultivating a deeper 

understanding of CPS's intricacies and potential applications. 

Furthermore, the lab-scale framework is designed to be 

adaptable and scalable, accommodating evolving 

technologies and methodologies in CPS education and 

research. 

2. METHODOLOGY  

2.1 System Overview 

Our lab-scale framework for ACPS, as illustrated in Figure 2, 

is designed as a modular, scalable system that integrates a 
series of interconnected nodes, each representing a unique 

aspect of CPS. The system's architecture, detailed in Figure 2, 

is built upon a combination of physical components (sensors, 

actuators, microcontrollers) and cyber components (software 



platforms, computing capabilities), offering a comprehensive 

view of its multifaceted capabilities    

 

Figure 2. Cyber-Physical Systems General 
Architecture 

2.2 Physical Components 

Each node, withing the developed framework, is intricately 

equipped with a fusion of hardware components to accurately 

simulate a spectrum of CPS functionalities. These nodes 

incorporate a diverse array of sensors such as temperature, 

light, motion, and pressure sensors, complemented by 

actuators like motors, LEDs, and buzzers, facilitating the 
intricate acquisition of real-world data and dynamic physical 

interactions. Central to each node's functionality are 

advanced microcontrollers, including the high-performance 

Teensy 4.1, Raspberry Pi Pico W, IoT-centric ESP8266 and 

ESP32, and the compact Arduino Nano 33 IoT and MKR 

1010. These microcontrollers are meticulously programmed 

to process sensor data, execute sophisticated control 

algorithms, and manage the nuanced responses of actuators. 

This strategic integration of sensors, actuators, and 

microcontrollers not only embodies the complex nature of 

CPS but also enhances the hands-on educational experience 

in understanding and manipulating these systems. 

2.3 Cyber Components 

In the software realm of our framework, the pivotal role is 

played by the ThingsBoard platform, a versatile, open-source 

IoT ecosystem that forms the bedrock for edge, fog, and 

cloud computing functionalities. This platform is adeptly 
utilized for a myriad of tasks including intricate data 

visualization, comprehensive device management, and 

advanced analytics. It excels in facilitating real-time data 

processing, allowing for meticulous remote monitoring and 

control operations. Complementing ThingsBoard, the 

development environment for our microcontrollers is rooted 

in robust programming languages such as Python, C/C++, 

and Embedded C. This combination equips us with the 

flexibility and power to develop intricate software tailored for 

the nuanced processing of sensor data and execution of 

complex control algorithms, thus integrating seamlessly with 

the hardware components to create a cohesive and highly 

functional Cyber-Physical System.  

2.4 Communication Components  

The communication architecture is a sophisticated amalgam 

of diverse networking technologies, critical for orchestrating 

seamless interactions between the nodes and the ThingsBoard 

platform. For wired communication, the system employs a 

range of robust serial protocols, including UART, I2C, and 

SPI, each selected for its reliability and suitability to specific 

node requirements. In the realm of wireless communication, 

the framework is versatile, utilizing protocols such as Wi-Fi 

for high-bandwidth data transmission, Bluetooth for low-
power short-range communication, NFC for close-proximity 

interactions, and LoRa for long-range, low-power 

requirements. This multi-faceted approach is complemented 

by an array of software communication protocols, including 

MQTT for lightweight messaging, HTTP for standard web-

based communication, AMQP for message-oriented 

middleware scenarios, and CoAP for constrained nodes and 

networks. Additionally, the ThingsBoard platform's 

integration of cloud computing capabilities not only enables 

robust data aggregation and storage but also facilitates 

advanced analytics, ensuring a comprehensive and adaptive 
communication network that underpins the entire Cyber-

Physical System.  

Figure 3. Detailed Architecture of the ACPS Framework - Showcasing the Integration of Nodes, 
Communication Protocols, and ThingsBoard Platform Implementation 



2.5 Integration and System Architecture  

The architecture of the developed framework, as shown in 

Figure 3, is ingeniously crafted with a modular design, 

enabling swift and flexible additions or modifications of 

nodes to suit varying requirements. This modularity, depicted 

in Figure 3, is coupled with a distributed approach to control 

and data processing, where each node autonomously executes 

its specific tasks, embodying the essence of distributed 
systems in CPS. Central to the framework's functionality, and 

as illustrated in Figure 3, is its capacity for real-time data 

handling; each node is meticulously engineered for 

immediate data acquisition, processing, and control. This 

design underscores the dynamic and responsive nature of 

CPS, ensuring that the system is not only adaptable and 

scalable but also proficient in dealing with the demands of 

real-time computing.  

2.6 Experimental Setup 

Each node, as part of the system architecture shown in Figure 

3, is specifically configured to demonstrate various CPS 

concepts, such as environmental monitoring and motion 
detection, utilizing an array of sensors and actuators. The 

experimental setup, detailed in Figure 3, is designed to cover 

diverse functionalities, from data acquisition to responsive 

control. To ensure system reliability and accuracy, 

comprehensive testing of each node and the integrated 

system, as outlined in the architecture in Figure 3, is 

conducted, validating their functionality in data acquisition, 

processing, and control tasks. 

3. IMPLEMEMTATION 

3.1 Node Implementation   

Each of the twelve nodes in the framework serves a unique 
purpose, demonstrating a specific aspect of CPS. Here’s a 

detailed overview of key nodes: 

 

Figure 4. Architecture of Individual Nodes in the 
ACPS Framework - Detailing Component 
Configuration and Functional Design 

Node 1 (Access Control System): Utilizes RFID technology 

and microcontrollers to simulate secure entry systems. This 

node demonstrates identity verification, data logging, and 

access control logic. 

Node 2 (Contactless Thermometer): Employs infrared 

sensors interfaced with microcontrollers for non-invasive 

temperature measurement. This node illustrates real-time data 

acquisition and processing. 

Node 3 (Energy Management System): Integrates power 

consumption sensors and automation controls to demonstrate 

efficient energy usage and monitoring. 

Node 4 (Fire and Smoke Detector): Uses smoke and gas 
sensors to detect fire hazards. This node showcases hazard 

detection, real-time alerts, and safety mechanisms. 

Node 5 (Light Intensity, Loud Noise, and Color Detector): 

Incorporates sensors for detecting environmental factors like 

light intensity, noise levels, and color. It highlights 

environmental monitoring and response systems. 

Node 6 (Local Weather Station): Equipped with weather 

sensors (temperature, humidity, pressure), providing real-

time meteorological data collection and analysis. 

Node 7 (Motion Detector): Uses PIR sensors for motion 

detection, applicable in security and automation scenarios. 

Node 8 (Obstacle Detector): Implements ultrasonic sensors 
for distance measurement and obstacle detection, illustrating 

applications in robotics and automated systems. 

Node 9 (Orientation, Free Fall, and Crash Detector): Utilizes 

accelerometers and gyroscopes to detect orientation, sudden 

movements, and impacts, demonstrating applications in 

vehicle safety systems and mobile devices. 

Node 10 (Temperature Control System): Features a feedback 

loop using temperature sensors and heating/cooling actuators 

to maintain a set temperature, exemplifying control systems. 

Node 11 (Vibration and Shock Detector): Employs vibration 

sensors for monitoring machine health and structural 

integrity. 

Node 12 (Voice-Based Assistant): Integrates voice 

recognition modules with control systems, showcasing 

human-machine interfaces and smart assistance. 

3.2 System Integration 

System integration, as depicted in Figure 5, is achieved 

through sophisticated inter-node communication, utilizing a 

blend of wired and wireless protocols to exemplify the 

networking prowess of CPS. Central to this integration, and 

clearly illustrated in Figure 5, is the ThingsBoard platform, 

which acts as a nexus for centralized monitoring and control, 
showcasing its proficiency in cloud and edge computing. 

This platform, as highlighted in Figure 5, is pivotal for 

aggregating data from all nodes, facilitating real-time 

analysis and informed decision-making. Complementing 

these technical capabilities, as demonstrated in Figure 5, is 

the platform's user-friendly interface, designed for 

accessibility and ease of interaction. This allows users to 

efficiently monitor and manage each node's operations, 

thereby enhancing the overall usability and effectiveness of 

the system. 

3.3 Real-World Simulation 

In our framework, each node is meticulously configured to 
simulate real-world scenarios, offering students practical, 

scenario-based demonstrations that illuminate the diverse 



applications of CPS. This experiential approach is not only 

pivotal for imparting practical insights but is also intricately 

designed for adaptability to various educational curricula. 

Such adaptability ensures seamless integration of the 

framework into both classroom learning and research 

projects, thereby enriching the educational experience with 

real-world relevance and fostering a deeper understanding of 

CPS in practical settings. 

 

3.4 Testing and Validation 

In the testing and validation phase, each node was subjected 

to comprehensive functional testing, rigorously evaluated to 

confirm precise data collection and the efficacy of control 

mechanisms. Following individual assessments, the 

framework underwent holistic system integration testing, a 

crucial process to verify the seamless inter-node 

communication and operational coherence. This dual-layered 

testing approach was essential not only to validate the 

functionality of each discrete component but also to ensure 
the integrated system's robustness and reliability in a 

cohesive operational environment. 

3.5 Security and Reliability 

A paramount emphasis is placed on security and reliability. 

Rigorous data security measures, including advanced 

encryption and access control protocols, are implemented to 

safeguard data integrity and privacy, crucial in handling 

sensitive information inherent to CPS. Simultaneously, the 

system's architecture is meticulously engineered for high 

reliability and robustness. This is achieved through the 

integration of fail-safes and redundancy mechanisms, 
strategically embedded to ensure system stability and 

continuous operation. These dual aspects of security and 

reliability form the bedrock of our framework, ensuring it 

operates securely and dependably under diverse conditions 

and scenarios. 

4. EXPERIMENTAL LEARNING 

4.1 Hands-On Learning Approach 

The framework adopts a hands-on learning approach through 

interactive node-based experiments, where each node 

functions as an individual experimental unit. This setup 

immerses students in real-world Cyber-Physical System 

(CPS) components, including sensors, actuators, and 

microcontrollers, enabling them to directly observe and 

manipulate physical processes integral to CPS. Additionally, 

the versatility of these experiments lies in their 

customizability; they are designed to be adaptable, allowing 

educators to modify and align the activities with varied 

educational levels and specific learning objectives. This 

adaptability not only enhances the educational value of the 

experiments but also ensures their relevance and applicability 

across a broad spectrum of CPS learning scenarios. 

4.2 Integration of Theoretical Concepts and Practical 

Application 

It enables students to directly apply their classroom-learned 

theories about control systems, data processing, and 

networking in a hands-on environment. This immersive 

experience is instrumental in developing critical problem-

solving skills and enhancing critical thinking. As students 

design, implement, and debug various CPS scenarios within 

the nodes of the system, they gain practical insights and a 

deeper understanding of these complex concepts, fostering a 

more integrated and comprehensive educational experience. 

5. RESULTS AND DISCUSSION 

5.1 Functional Performance of the System 

The functional performance of our ACPS framework is 

exemplified by the successful implementation and operation 

of its 12 distinct nodes, each functioning as designed. Key 

highlights include the Access Control System, proficient in 

accurately recognizing authorized RFID tags, and the 

Contactless Thermometer, delivering precise temperature 

readings. Beyond individual node performance, the system's 

overall integration stands out, with seamless communication 

and data sharing among nodes. This integration not only 
validates the effectiveness of each node but also underscores 

the robustness and coherence of the network architecture, 

reflecting a well-synchronized operation of the 

comprehensive system. 

5.2 Educational Impact 

Preliminary feedback from students indicates a significant 

enhancement in understanding CPS concepts. This hands-on 

approach effectively bridges the theoretical-practical divide, 

providing an immersive experience in CPS. Notably, there 

has been a marked improvement in students' technical skills, 

encompassing areas such as programming, system design, 

and data analysis. These skills are fundamental to proficiency 

Figure 5. ThingsBoard Architecture - Demonstrating Edge, Fog, and Cloud Computing Integration in the ACPS Framework 



in CPS-related fields, demonstrating the framework's efficacy 

in not only imparting knowledge but also in cultivating 

essential technical competencies amongst learners. 

5.3 Data Analysis and System Efficiency 

The system excelled in demonstrating its real-time data 

processing capabilities, a pivotal aspect underscored by the 

performance of the Local Weather Station node, which 

continuously gathered environmental data and processed it 
for immediate display on the ThingsBoard platform. This 

capability was not isolated but echoed across all nodes, 

showcasing high efficiency and reliability in data acquisition 

and processing tasks. Such performance not only validates 

the strategic design choices and robust architecture of the 

system but also highlights its proficiency in handling 

dynamic data streams, reinforcing its effectiveness as a 

comprehensive tool in the realm of CPS. 

5.4 System Adaptability and Scalability for Advanced 

Learning 

The scalability of the framework was rigorously tested and 

validated through the integration of additional sensors and 
modifications in node functionalities, demonstrating its 

robust modular design which facilitates expansions without 

necessitating significant reconfigurations. Furthermore, the 

framework exhibited remarkable adaptability to emerging 

technologies, successfully incorporating advanced IoT 

protocols and cloud computing features. This adaptability not 

only highlights its flexibility in evolving with technological 

advancements but also underscores its capability to 

seamlessly adopt new functionalities, ensuring its relevance 

and effectiveness in the rapidly advancing domain of CPS. 

6. CONCLUSION 

This study conclusively demonstrated a comprehensive lab-

scale framework for ACPS, integrating 12 distinct nodes to 

provide a tangible understanding of CPS integration of 

physical and computational processes. The seamless 

integration of hardware components, software elements like 

the open-source ThingsBoard platform, and various 

networking protocols, underlines the framework’s technical 

prowess, showcasing real-time data processing, efficient 

system integration, and adaptability. The potential for future 

expansion is immense, with opportunities to incorporate 

advanced technologies like machine learning and AI, 
enhancing both educational and practical utility. This 

framework not only validates the effectiveness of experiential 

learning in CPS but also stands as a scalable and versatile 

tool, poised to evolve with technological advancements, 

thereby playing a crucial role in educating and developing 

future engineers and technologists in this dynamic field. 
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